SonicWall VPN Procedure

To allow easy and secure access to Dawson College from home, the College has implemented a
Virtual Private Network (VPN) that connects your home computer to the college's network. This
will give you easy access to the Terminal Server, which in turn gives you access to resources
that are only available inside the college's network.

In order to use the VPN you need a computer with Windows XP/Vista/7 or Mac OS X. You will
also need a web browser such as Internet Explorer or Mozilla Firefox.

The following procedure was created using Windows 7, but the steps for Windows XP/Vista will
be similar.

Installing the SonicWall VPN Client:

If this is your first time using the VPN you need to install the SonicWall Client. The following
instructions apply to Internet Explorer, but the process is similar for Mozilla Firefox.

1. Using your web browser, go to https://sonicwall.dawsoncollege.qc.ca/
2. You will now be at the login page.

To log in type your network login name and password.
Make sure that the Domain field is to “LDAPdomain”.
c. Ifyoureceive an error “not a member of permitted AD group”, please contain

the helpdesk at 4357 since you are not part of the allowed users and will be
given access.

SONICWALL® | SSL-VPN Login

Usernare: | |

Passwiord; | |

Domain: [ LDAPdomain =
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https://sonicwall.dawsoncollege.qc.ca/

3. Once you are logged in, you can now install the client. Click on the NetExtender icon to
launch the installation.

Welcome to the Dawson College Virtual Office

Dawson College Virtual Office provides secure Internet access for
remote users to log in and access private network resources via S5L-
WM technology.

Click a pre-configured bookmark to gain secure Internet access to
Internal corporate resources.

Launch MetExtender to create an SSL-VEPM tunnel to your corporate
network for full networlk access.

For more details please see the revised instructions on.

MNetExtender
Dizconnected
Click to connect

Docushare

All Bookmarks

4. If this is the first time installing NetExtender, a pop up will appear explaining how to
install an add-on. Please follow the instructions in the pop up Window.

/2 Dawson College - ¥irtual Dffice - Windows Internet Explorer - |EI|5|

8§ https:/fdcl 15, dawsoncollege. qc. cajcgi-bingsslvpncient?launchnetextender=yes ﬁ

'@' This website wants ko install the Following add-on: "MELX, cab' From 'SonictwaLL Inc.', IF wou krusk the website and the add-on and want boinskall it, X
click here...

HNetExtender ActiveX Installer Instructions

Step 1 - Avellow information bar 3 https: /1 72,168.200,100 - SomicWALL - Virtual Office - Microsoft Internet Explo... [2 /5 €]
rnay appear atthe top of the & This sk might requine tho folowing Activex control: HELX.cab’ From SorecwalL, rc.f| Clck hers to instal... »

browser, I |

Step 2- 11t does, please click on 3 https: /M 72.168,200,100 - SonicWALL - Virtual Office - Microsoft Internet Expla... [= |71 [&]
the vellow bar and choose Install % This she rraght reguire the folowng Active control: MELY cab’ Fram A1 Tre * ek haea b nstal, ®

ActiveX Control...

Step 3 - If a Security Warning
window appear, Do you want b install this softwarc?

Click Install to proceed. I Wome: NELE.cab
Fublsher: SomicWALL, Inc,
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5. You may also get the following warning. If you do, click “Install this driver software
anyway”

) windows Security Rl

@ Windows can't verify the publisher of this driver software

<» Don't install this driver software

You should check vour manufacturer's website For updated driver software For your
device,

<% Install this driver software anyway

Only install driver software obtained From your manufacturer's website or disc,
IUnsigned software from other sources may harm yaour computer or skeal information.

j See details

6. Once the client is installed it will attempt to connect and if the connection is successful
you will see the following box.

[ sonicWaLL NetExtender

SONICWALLY NetExtender Sriweeerl

| EaES
|

Server: dcllS.dawsoncollege.qc.ca
Client IP: 10.49.9.2
S5ent: 38.87 KB
Received: 22.77 KB

Throughput: 424 bytes/Sec

#* Disconnect

=2 &~ 0 2010 SonicALL Ine.

- L e N T s e T I e e L -l
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Connecting using the Sonicwall Client

This section assumes that you have successfully installed the client. Once the client is installed it
is quite simple to connect in the future.
1. Tolaunch the client look from the NetExtender icon in your system tray (bottom right of
your screen).
a. Double-click the icon and you should get the login box.

56 E = [goms=) v

J ML~ @ g B s [R5 1044 am

2. The login box should already populated if you’ve connected in the past. If it's not then
enter your username and password. The domain should always be “LDAPdomain” (This
is case sensitive)

[ SonicwaALL NetExtender x|

SONICWALLY NetExtender

Server: |d|:115.daw5|:|n|:|:ullege.qc.|:a -

Username: ||

Password: |

Domain: |LD;3\F"d|:|main

+ Connect

k13

Save user name only if server allows

2 &~ 0 @ 2010 SonisWALL Ine.
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Accessing the Terminal Server

The Terminal Server is a computer at Dawson that has certain applications on them that you
can usethat you can only access from work. It allows multiple people to connect at the same
time.

Since applications such as FNT, Appros Stock and Clara are not configured on your home PC,
you can use the Terminal Server to access them.

1. Launch the Terminal Services client
a. If you have Windows XP service pack 2 or greater or Windows Vista/7 you should
have the client installed.
b. The easiest way is to use “Search programs and files”. Just type “mstsc” and

press enter.
Devices and Prinker:

Default Programs

Run...

2. Once the client has launched you will need to enter the name of the computer that you
wish to connect to. Unless you have asked specifically to connect to your own work
computer and it has been set up, you should enter “ts.dawsoncollege.qc.ca”

L% Remote Desktop Connection o ]

| Remote Desktop
»¢) Connection

Computer; I tz.dawsoncollege.qo.ca j

zer name:  DAWSOMCOLLEGE\dduperran

'ou will be azked for credentialz when you connect.

x gptigngl Connect I Help
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3. In Windows 7 a security box will appear to ask for your creditentials
a. Click on “User another account” and enter your username in the following

format “dawsoncollege\<username>" where <username> is your network login
name.

Windows Security x|

Enter your credentials
These credentials will be used ta conneck ko del196,

B OLLEGE dduper...

|

| ' Use another account

Rermember my credentials

(0] 4 Cancel

4. Once you are logged in, you can use any application on the screen as you would
normally.

a. To log off once you are done click on Start -> Log off
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